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‘ iyalware author perspective

=32 <+ Manual Analysis

=2 °* Automated Malware Analysis
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 Manual Analysis

SECURITY BOOTCAMP 2013

— How to confuse Malware Analyst ?
* Automated Malware Analysis

— How to defeat Automated Malware Analysis ?

10/29/2013 11:13 AM
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=2 « Anti-Disassembly

=2 — Protect malware from static analysis

== * Anti-Debugging

— Protect malware from dynamic analysis

. * Anti-VM

=0 — Malware notice from VM environment

=32

=2 ¢ Anti-Sandbox

—= : :

. — Malware notice from sandbox environment
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« Packing
* Confuse Disassembly Algorithms
 Fake Jumps
Impossible disassembly

10/29/2013 11:13 AM
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SECURITY BOOTCAMP 2013

Packing

 Packers are used to shrink the size of executable file
« Makes static analysis harder
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Packing

Packed executable Criginal executable

=2 _ i DOS Header |

== PE headers

: iy
‘- -:. H o il Y point k] ae

== [ = - f

sh data_484218

. + B e
=3 -1;.;.:1.*: Toc. Znece

=1

=32

-3

—=. |

=32
=2
=2
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« Complex packers :

SECURITY BOOTCAMP 2013

Packing

— Multi-layer encryption

— Advanced anti-debugging techniques
— Code abstraction (metamorphic, virtual machines etc.)
— Examples: Armadillo, Sdprotect, ExeCrypt, VMProtect

10/29/2013 11:13 AM

www.securitybootcamp.vn

Safety from thinking



=xE 5

SECURITY BOOTCAMP 2013

Packing

« Packer Analysis/Detection :

— PEID : it can detect more than 400 different signatures in PE files
— RDG Packer Detector

10/29/2013 11:13 AM
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 More :
— The Art of Unpacking
— Anti-Unpacking Tricks - Peter Ferrie

10/29/2013 11:13 AM
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Packing

www.securitybootcamp.vn

Safety from thinking



=3

SECURITY BOOTCAMP 2013

* Type of Disassembly :

— Linear sweep :

* Disassemble one instruction at a time
* Do not look at type of instruction

— Recursive traversal :

Anti-Disassembly

* Look at instruction and disassemble based on program flow
* Used by IDA Pro and other commercial products

10/29/2013 11:13 AM
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Anti-Disassembly

« Confuse Linear Disassembly Algorithm

=3

- — Insert Garbage byte :
- - Since data is mixed with code, data can disassemble to valid instructions
- jmp .destination

- db Ox6a ; garbage byte
- .destination:

- ; rest of the code

e _ pop eax

. » Result of disassembler :
. B eb01 jmp 0x401003
- - 6a58 push 0x58
-3
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Anti-Disassembly

« Confuse Linear Disassembly Algorithm
- — Insert Garbage byte :

7\ \ ¥ N N
‘_d A\~ 4 A= © | 5 A
—

- l
=1

— = | E5 ’ 31 CO;I
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Anti-Disassembly

« Confuse Linear Disassembly Algorithm
- — Insert Garbage byte :

-_: AN "4 AN \_Ml\’ AN Qo N e e e b D d I I
—

—A
=3 ‘ 89] Eil' 31 CQ;I M| 55;l 89;|| E5J 3]J C0:|
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s/ Anti-Disassembly

nfuse Recursive traversal Disassembly Algorithm

:: Conditional that is, say, always true

=2 — Jump Instructions with the Same Target

=3 « The most common anti-disassembly technique seen in the wild is two back-
=2 to-back conditional jump instructions that both point to the same target
: : jz short near ptrloc_4011C4+1

J— 75 01 jnz short near ptrloc_4011C4+1

== — A Jump Instruction with a Constant Condition

::: - + XOR : XOR instruction immediately followed by JNZ or JZ instruction
; XOr eax, eax

- jz short near ptrloc_4011C4+1

=3 « STC : STC instruction immediately followed by JNC or JAE instruction
f « CLC : CLC instruction immediately followed by JC or JB instruction

= 3 10/29/2013 11:13 AM www.securitybootcamp.vn Safety from thinking
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SECURITY BOOTCAMP 2013

Anti-Disassembly

 Splicing Instructions - Called “impossible disassembly”

— A problem of representation

jmp -1
:these are hidden
inc eax

dec eax

10/29/2013 11:13 AM
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Anti-Disassembly

=2 -+ Splicing Instructions - Called “impossible disassembly”

— A problem of representation

w i RN milm

=2 jmp -1

'these are hidden

=3 inc eax

Z = EB|FF|ce|48

- & |
. NS EEpRaE e

- mim | W - A SN Y b = A SN
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SECURITY BOOTCAMP 2013

* Function pointer problems

Anti-Disassembly

— ltis easy to hide function calls made through pointers

R
004011CO
004011CO
004011C5
004011C9
004011C9
004011CA

* Misusing Structured Exception Handlers

10/29/2013 11:13 AM

var_4 = byte ptr -4
call $+5

add [esp+4+var 4], 5
ret

sp-analysis failed
Confused IDA Pro.....

www.securitybootcamp.vn
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 More :
— Practical Malware analysis — chapter 15
— http://leetmatrix.blogspot.com/2013/02/an-anti-disassembly-trick.html

10/29/2013 11:13 AM
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Anti-Anti-Disassembly

< a3
W
<&
www-\a':’“

=2 -+ |DA supports manually re-classifying code as well as code

=23 replacement to “fix” problem areas

=1

— e

== * Deobfuscator : Deobfuscation plugin for IDA -
=3 http://code.google.com/p/optimice/

— 5 * Good malware analysts can recognize impossible assembly and
P run through the code to figure out what is going on
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SECURITY BOOTCAMP 2013

» |IsDebuggerPresent() Windows API

e e i

BE4E 18R
BE4E1EAE
BE4618AF
BE4E16E2
BE4E18EB7
BE4E168E9
BE46168EE
aa4818EC

aE4a1a8c1
BE4E1ECS

BS 81888888
ca

C2 168648

EZ2 27VBZ2a8EA
24ce

v5 61

ca

ES vzelass

AF31 ROTSC
SH

MO EFA,
LEAUE
RETH 1o
CALL <M
JHZ SHOR
RETH
CALL FAnt
FUSH_EAM

1

FP.%kernel32. IsDebuggerPresent >

TEST AL,AL

T Ant i-cra. BE4616EC
i—cra.8840] 233

coa Jump to debugger badbo

Anti-Debugging

CIzD=bu ggerPre(

CheckDebug Exn itThunk

InitThunk

‘j"’}:r FPTR 55:LESF]
Rt i =~ AARAGRTGFE

AR A ATHATT

. if (IsDebuggerPresent()) {

T4

o =1k

kernel32. Fe2BEDGC

. MessageBox(NULL, L"Debugger Detected Via IsDebuggerPresent”,
. L"Debugger Detected", MB_ OK);

e

10/29/2013 11:13 AM
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SECURITY BOOTCAMP 2013

Anti-Debugging

« CheckRemoteDebuggerPresent() Windows API

CheckRemoteDebuggerPresent(GetCurrentProcess(), &pblsPresent);

if (pblsPresent) {

MessageBox(NULL, L"Debugger Detected Via

CheckRemoteDebuggerPresent", L"Debugger Detected", MB_OK);

}

10/29/2013 11:13 AM
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SECURITY BOOTCAMP 2013

Anti-Debugging

» IsDebuggerPresent : check the PEB.BeingDebugged flag

status = (_NtQuerylnformationProcess) (hnd, ProcessBasiclnformation, &pPIB,
sizeof(PROCESS_BASIC_INFORMATION), &bytesWritten);

if (status ==0) {

if (pP1B.PebBaseAddress->BeingDebugged == 1) {
MessageBox(NULL, L"Debugger Detected Using PEB!IsDebugged", L"Debugger Detected", MB_OK);

} else {

MessageBox(NULL, L"No Debugger Detected", L"No Debugger Detected", MB_OK)

10/29/2013 11:13 AM
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Anti-Debugging

2 :
: & PEB ProcessHeap Flag Debugger Detection
-2
- . int main(int argc, char* argv[])
S|
=3 . unsigned int var;
=3 __asm
=2 : {
-3 . MOV EAX, FS:[0x30];
P— MOV EAX, [EAX + 0x18];
: MOV EAX, [EAX + 0xOc];
—_— MOV var,EAX
=3 . }
=3
— . if(var I= 2)
- : {
- . printf("Debugger Detected");
— 5 }
- return O;

= - = 22—
= 3 10/29/2013 11:13 AM www.securitybootcamp.vn Safety from thinking
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Anti-Debugging

H W

MO AN

6 @ U 4 8 8 W e 4

10/29/2013 11:13 AM

n0:000:> dt _FEB
ntdll!_FEB

+0=000 InheritedéddrESSSpacg TChar

pe—y Uhar
0x002 BeinglDebuggs=ed ;. OChar

TUaU o o r’=nl it LR i =

+0x004 Mutant Ptrid Void
+0x0028 ImnageBazsiddress PtriZ Void
+0=00z Ldx : Ptr3z _PEB IDE DATA
+0=010 ProcessParamseters

Fﬁz == oy T — e o
=018 Proces=Heap : Ptr3z2 Void
U= 1L 4 LIl — N L | - .
+0=020 Fa=ztPeblockRoutine
+0=x024 Fa=tPeblnlockRoutine
+0=028 EnvironmentUpdateCount
+0=x0dzc KernelCallbackTable
+0=030 Svy=temBEesserved :
+0=034 AtlThunkSListFPtr32
+0=x032 Freslist

+0=x03c Tl=ExpansionCounter
+0=040 Tl=Bitmap Ftr3iZ Void

+0=044 Tl=RBitmapBit= [2] Uint4B

+0=z04z FeadinlvSharedMemorvBass Ftr3Z2 VWoid
+0=050 FeadinlvSharedMemorvHeap Ftr3Z2 Void
+0=054 ReadinlvyStaticServerData
+0=058 An=iCodePagelata FPtr3iZ Void
+0=05z OemCodePagelData Ftr3Z Void
+0=z060 ThicodeCa==eTablelata : Ptr3iZ Void

FPtr32 ¥Woid
Ftr3z VWoid
Tint 4B
o Ptxr32 Void
[1] Tint4BE
Tint 4B

Tint4B

O0=068 HtGlobalFlag : Tint4dB
bl et Sl S e S ettt o . T HTEGER
+0x=07 8 HeapSegnentReszsrve Tint4dB
+0x07z HeapSegmentCTommit Tint4dB
+0x080 HeapDelCommitTotalFreeThreshold Tint4EB
+0x084 HeaplDeCommitFreeBlockThreshold Tint4dE

+0x082 HumberOfHeap= TintdE
+0x08c MaxzimumHumberOfHeaps= TintdE
HOXEB0 EracessHeaps o FLrae Birac Void

www.securitybootcamp.vn

FPtr32 _FPEBE FREE BLOCE

» Ptr3z2 _RTL USEERE_FPROCESS_FPARAMETERS

Ty e—RTI_RITICAIL SECTIOHN

Ptr32 Ptr3iZ WVoid
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Anti-Debugging

=2 -+ PEB!NtGlobalFlag

-3

=2 . status = (_NtQueryInformationProcess) (hnd, ProcessBasiclnformation, &pPIB,

= 3 sizeof(PROCESS_BASIC_INFORMATION), &bytesWritten);

— . value = (pPIB.PebBaseAddress);

g . value = value+0x68;

- | «  if (*value == 0x70) {

=3 . MessageBox(NULL, L"Debugger Detected Using PEB!NTGIobalFlag", MessageBox(NULL, L"Debugger
— Detected Using PEB!NTGIobalFlag", L"Debugger Detected", MB_OK);

- 3 . }else {

- . MessageBox(NULL, L"No Debugger Detected", L"No Debugger Detected", MB_ OK);
. 5 TR

=

—

-
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SECURITY BOOTCAMP 2013

« RDTSC is used to retrieve the time stamp counter (number of clocks
since boot-up) so this is a time-related trick. When you debug, the
distance between those values that are returned in EAX will be higher
than those when the program runs without being debugged. So, if there
is really a difference you're debugging

10/29/2013 11:13 AM www.securitybootcamp.vn Safety from thinking
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Anti-Debugging

Soantoen || 7 E8:5h soee e A ]
- B6451G7E || v TE 1E JHE SHORT Ant i—cra.@@s Our breakpoint I Enr dEre3til
[EEEENEEEN | . SB4S 02 oL EAX, CARGE. 11 : GEEEEEDT
BEanifes || - A3 TeSR4EEE MOW DWORD PTR DS: [4R36TE1, EAX | B EEEELEE
-3 eedniess (| o 55ce ¥OR ER, EAY EERELld
Goanioor || D ES SOaomond | CALE Rnei-crs.oadsiori <wed Callto CheckTimi oa12FARd
. ntL—cra.
- g goanioos || - ES E7e@@eee | BALL Anti-cra.@@4810F@ R e LE LS R ey
Beanizas || I E2 Prooepee BALL Ant i-cra.BRdeiile ,
aE4aie3E || > EB B3 JMP SHORT Ant i—cra. 04816809 EIF @0481602 Anti-cra.d
=2 ke L T
eednicns || - CF 1eem RETH 1o N AL e ROlEE
seanicns || 3 BE Blooooes MO ERAS, 1 T s
— ' ? 1 DS BB22 S2hit BLFF
— A48 1 6AE . ca LEALE S @ FS @EZE 22bit FFFD
eednioor (L. 2 teeo RETH 1o S B e
— Sgigiggg 5 EEEE?BEEBBB %Elé% EEHEL&kernELSE. I=DebuggerPresen|ClzDebuggerFresent 0o
— FR4R 1 A R HEE ' 0@ LastErr ERROR_SUCC
- aadaioed || 1 90 NP EFL BEREEZ4E (MO, MHE,E,B
BE4BIBEC | EB OE Eo First RDTSC ST8leney 1oy
BE4E 1 GED 72 OE 72 CHAR "o ST5 enets 2.0
— BE40 | GEE a1 OE B1 215 St Be
. e 2
- - Py H.8
— podaioll Ls Orsl ROTSC 2 EAX = current systemtime ... o
R o con 1548
—
. . FST 4628 Cond 1 8 @ O
— BE4RIECE | . 2BBde4 SUE ER, UORONETRISSHIESE] Ant i—cra. BE4E1E54
GO4G1GCE | . 30 GAZBEEER | CHP ERX, 2000 g SRR S
— BE4BIB06 | v 77 19 JA SHORT Ant i-cra.B84016EE
= ap4gianz | . 6A @A PUSH @R Foownt = A_C18.) |
—
BO4BI0CS | - £O FLUEH EAR Feaizters (FFU)
— BO4B1GC4 | . 3300 NOR EAS, EAX —
— AR4E ] ACE . BFS1 ROTSC MUCH Iarger than EGGUh Egﬁ Egggsggg
BEdAIACE | - ZBBded SUE EAX, DWORCVETH E
= ﬂ. o 20 AEZEEEER CHMP ERX, 2668 EEX BEAEE8EE
I e e— ]
O ount = o |
- BA4BIG04 | . E2 PCOB4EEE PUSH Ant i-cra. BE4EZE7C Buffer = Anti—ora.Ga4n: | EBT BE1ZFHA4
A ESI BoE@a1ll
— BE4EIG0S | . 62 BODEOEES PUSH GEES ControllD = BBS (3ged,. |E51 2202eill
6940100c | I FFSS roge4gen |PUSH DUORD PTR D3:[épsored _ _ ||ning - eeigesee (e |01 BOIFEES
—
:
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Anti-Debugging

=3 . int main(int argc, char* argv[])

=3 gi x|
-3 . unsigned int time1 = 0;
unsigned int time2 = 0;
= >
. __asm
— e . {
=3 . RDTSC
-3 . MOV time1,EAX
RDTSC
=2
- MOV time2, EAX
= -
=3 . }
— | . if ((time2 - time1) > 100)
= e
- printf("%s", "VM Detected");
- return 0;
—
— . }
- . printf("%s", "VM not present");
= . return O;

— - }
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SECURITY BOOTCAMP 2013

* Find evidence of debugger on system:

— Registry entries

— FindWindow API call ;
HANDLE ollyHandle = NULL;
ollyHandle = FindWindow(L"OLLYDBG", 0);

if (ollyHandle ==

NULL) {

Anti-Debugging

MessageBox(NULL, L"OllyDbg Not Detected", L"Not Detected", MB_OK);

}else {

MessageBox(NULL, L"Ollydbg Detected Via OllyDbg FindWindow()", MessageBox(NULL,
L"Ollydbg Detected Via OllyDbg FindWindow()",

L"OllyDbg Detected", MB_OK);

i

10/29/2013 11:13 AM
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 More :
— Anti-Debugging - A Developers Viewpoint
— Windows Anti-Debug Reference
— The “Ultimate”Anti-Debugging Reference

10/29/2013 11:13 AM
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=2
=3
=2
- |
-
=1
=3
=3
=3
=
=3
=3

==

=3

« Olly Advanced

« StrongOD

. aadp - http://code.google.com/p/aadp/

10/29/2013 11:13 AM

SECURITY BOOTCAMP 2013

Anti-anti-debugging

Olly Advanced 1.26 Beta 12

Bugfixes | Additional Options

Additional Optiong 2

Anti-Debug Anti-Debug 2

Anti-Debug [MT-Bazed 05 only]

kill &nti-dttach [Hardoore method]
IInhandledE #ceptionFilker
Frocezs 320 et

M odule32M ext

CheckRemaotel ebuggerFrezent

111717

ZwiSetinformationT hread
SwlluenSoztemnlnformation
ZwluemnnfarmationProcess
ZwllueryObject
SwilpenProcess
TerminateProcess [
Scramble Expart T able

Firdhfindow

[ U U U S L U U S A R B Al

GetTickCount [

o

.......................... |j .k .......................... | Cancel |

Abaut

MaRkus TH-DUM 2200k

www.securitybootcamp.vn
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* VM Fingerprints

— Descriptor Table addresses (IDT, LDT, etc.)

SECURITY BOOTCAMP 2013

Anti-VM

— Running Processes (eg. VMWare Tools)
— Registry entries that include "VMWare*
— loaded modules name

— Default virtual machine hardware

— Common VM MAC addresses

— VMWare specific I/O port

— Basically, any difference between a VM and a real computer

10/29/2013 11:13 AM
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Anti-VM

il e B3
= 3 aou28890
06428890 loc 42BB96:
! 2 004288908 push dword ptr
=2 80428897 pop ecx
- 1 BA428808 cmp eax, 2FE483F3h 5 umscsi.sys
80428890 j=z short loc L4288F2
— TN
bl e B
= B642889F cmp eax, 2FD5F8F3h 3 umhgfs.sys
0e4288aL jz short loc 4Z8RBF2
—=- -
o 5
—
-— B04288A6 cmp eax, BCFF129A8h ; uvmx_swvga.sys
— 0B4288BAB jz short loc 4Z28BF2
— -‘
— [ ey o
—
B04288AD cmp eax, 2FDBG6OBF3h ; vmxnet.sys
T 804288B2 j=z short loc L4288F2
=
: | U <D
- B04288B4 cmp eax, 2FFC2FB4h ; vmmouse ._sys
— 004288BY jz short loc 428BBF2
T
—=. | =
- BA4288BB cmp eax, ZFF9IC94h  ; vmdebug.sys
0e4288CA jz short loc 428BF2
3
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SECURITY BOOTCAMP 2013

Anti-VM

il e B

084288CH

BO4288C8 loc 428BBCH: ; vmwaretray

BB428BCB push OF488DCYN

A04288CD call enumCheckProcesses ; result in EAX...EAX=8 means passed
BA4288D2 pop eCH

66428803 test eax, eax

AA4288D5 jnz short End

il i B

A84288D7 push OFS784C 40 ; vmuwareuser

a04288DC call enumCheckProcesses ; result in EAX...EAX=8 means passed
BA428BE1 pop BCX

BA4288E2? test edx, eax

A04288E4 jnz short End

10/29/2013 11:13 AM
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Anti-VM

=3 . int main(int argc, char **argv)

=8 -
=3
- char IszValue[100];
. HKEY hKey;
=3 . nti=0;
— . RegOpenKeyEx (HKEY_LOCAL_MACHINE, "SYSTEM\\CurrentControlSet\\Services\\Disk\Enum", OL,
- KEY_READ , &hKey);
—_—
= -; nAan 5 -
RegQueryValue(hKey,"0" IszValue,sizeof(IszValue));
=3
=3 . printf("%s", IszValue);
— . if (strstr(lszValue, "VMware"))
= . e
i | . printf("Vmware Detected");
-3 & }
-3
-3 . RegCloseKey(hKey);
-3 . return O;
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Anti-VM

=2 -+ RedPillis an anti-VM technique that executes the sidt instruction

=3 to grab the value of the IDTR register. The virtual machine
s monitor must relocate the guest’s IDTR to avoid conflict with the
= 2

host’s IDTR. Since the virtual machine monitor is not notified
when the virtual machine runs the sidt instruction, the IDTR for

-y the virtual machine is returned. The Red Pill tests for this
J— discrepancy to detect the usage of VMware.

=3

=3

=3

=2

=2

=3
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SECURITY BOOTCAMP 2013

Anti-VM

« The sgdt and sldt instruction technique for VMware detection is
commonly known as No Pill. Unlike Red Pill, No Pill relies on the
fact that the LDT structure is assigned to a processor, not an
operating system. And because Windows does not normally use
the LDT structure, but VMware provides virtual support for it, the
table will differ predictably : The LDT location on the host
machine will be zero, and on the virtual machine, it will be
nonzero. A simple check for zero against the result of the sidt
instruction does the trick.
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SECURITY BOOTCAMP 2013

Anti-VM

* ScoopyNG - The VMware Detection Tool

— ScoopyNG combines the detection tricks of Scoopy Doo and Jerry as well as
some new techniques to determine if a current OS is running inside a
VMware Virtual Machine (VM) or on a native system.

— The first three checks look for the sidt, sgdt, and sldt (Red Pill and No Pill)

instructions.

— The fourth check looks for str.
— The fifth and sixth use the backdoor I/O port Oxa and 0x14 options,

respectively.

— The seventh check relies on a bug in older VMware versions running in

emulation mode.

10/29/2013 11:13 AM
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Anti-VM

el - C:\WINDOWS \systemg2iemd..

=
=
=
-
-
B
—
—
—
.
_—
—
—
—
—
—
—
—
—
—
—
—
—
—
—
-—
—
—
—
=

[+] Test

Result

[+] Test

Result

[+] Test

[+] Test

Result

[+] Test
Result

[+] Test
Result

[+] Test
Result

IDT hase:
: Natiwve 05

LDOT hase:
: Natiwve 05

TR base: §
: Natiwe 05

ScoopyNG - The WMware Detection Tool
Windows wversion v1.0

1: IDT
0x82c89400

22 LOT
Oxdeadd000

3: GOT

T DxB2eB9000
: Natiwe 05

4: STR
D2 B000000

5: YMware "get wersion" command

D Natiwve 05

6: WMware "get memory size" command

: Natiwve 05

71 WMware emulation mode

: Natiwve 0% or WMware without emulation mode

{enabled acceleration)

th, 2008
[ www.trapkit.de ]

_ E] K

[+] Test

IDT hase:
: YMware detected

Result

[+] Test

LDT hase:
: ¥Mware detected

Result

[+] Test

SOT hase:
: YMware detected

Result

[+] Test

STR hase:
: YMware detected

Result

[+] Test
Resu]t
Vers1on

[+] Test
Result

[+] Test
Result

ScoopyhG - The WMware Detection Tool
Windows wversion 1.0

1: IOT
OxFFe18000

2z ILDT
Oxdead4060

3: GOT
O FF 07000

4: STR
000400000

5: WMware "get wersion" command

: ¥Mware detected
: Workstation

6: YMware "get memory size" command

: YMware detected

71 WMware emulation mode

: Natiwe 05 or VMware without emulation mode

(enabled acceleration)

th, Z00E
[ www.trapkit.de ]
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SECURITY BOOTCAMP 2013

Anti-VM

 The same with VirtualBox
— 9 method to detect VirtualBox by waleedassar : http://pastebin.com/RU6A2UuB
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 More :
— Thwarting Virtual Machine Detection
— Detecting the Presence of Virtual Machines Using the Local Data Table

10/29/2013 11:13 AM
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Anti-VM
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* Hardening your VM

SECURITY BOOTCAMP 2013

Antl-anti-vm

— Don’t install the VMware tool

— Change the configuration of your virtual machine by adding the following
options to your .vmx file :
» isolation.tools.getPtrLocation.disable = "TRUE"
» isolation.tools.setPtrLocation.disable = "TRUE"
» isolation.tools.setVersion.disable = "TRUE*
» isolation.tools.getVersion.disable = "TRUE"
* monitor_control.disable_directexec = "TRUE"
* monitor_control.disable_chksimd = "TRUE"
* monitor_control.disable ntreloc = "TRUE"
* monitor_control.disable_selfmod = "TRUE"
* monitor_control.disable reloc = "TRUE"
* monitor_control.disable_btinout = "TRUE"
* monitor_control.disable_btmemspace = "TRUE"
* monitor_control.disable btpriv = "TRUE"
* monitor_control.disable_btseg = "TRUE"

10/29/2013 11:13 AM
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Antl-anti-vm

=2 <+ Patching the code : If you debug the malware and identify some

=2 of the specific instructions (e.g. sidt, sgdt, sldt) you can replace
=3 the code with NOPs to prevent it.

— - |

=232

=2 * More:

—=- | — http://handlers.sans.org/tliston/ThwartingVMDetection_Liston Skoudis.pdf

_— — http://radlab.cs.berkeley.edu/w/upload/3/3d/Detecting VM Aware Malware.pdf

— = — http://vrt-blog.snort.org/2009/10/how-does-malware-know-difference.htmi

-3
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Anti-Sandbox

=3 <+ Logic bombs are particular checks in the program which require

=3 certain events to be true in order to execute the malicious
= payload
— S |

— Checking if something changes on the user desktop

- 5 — checking if the mouse pointer is not moving for a particular time

=3 :

== * Sandbox Overloading

=3 — Malware flood the sandbox by generating too much worthless behavior data
— = (e.g the sleep call) before executing the real payload. Logging the generated
— behavior data introduces additional delays and therefore the execution does
e not reach the real payload

- — Solution : only analysis network traffic, does not capture any system level
-3 behavior

= 3 10/29/2013 11:13 AM www.securitybootcamp.vn Safety from thinking




SECURITY BOOTCAMP 2013

Anti-Sandbox

. #include <windows.h>
=3 #include <stdio.h>

— e «  void overloadSandbox()

=12 {
- char Path[20];
— for(inti = 0; i < 100000; ++i)
- sprintf_s(Path, 20, "C:\\test");
— = | DeleteFile(Path);
— }
— }
p—=
— int main()
- {
p— overloadSandbox();
— //IReal payload
- CreateFile("C:\\payload" , GENERIC_WRITE, FILE_SHARE_WRITE, NULL,
= CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
—
return O;
= }
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Anti-Sandbox

=2 < Pafishis a demo tool that performs some

=3 anti(debugger/VM/sandbox) tricks :
— https://github.com/a0rtega/pafish
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Logic bombs :

SECURITY BOOTCAMP 2013

Anti-Anti-Sandbox

— By understanding the behavior of the logic bomb code in the analysis report

human analysts, we can improve your sandbox

Sandbox Overload :

— In some case, we should only analyses only network traffic and does not
capture any system level behavior

— In addition we could also write a signature to detect and blacklist the
massive worthless behavior data (e.g the sleep call)
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=2 <+ Crowd Detox : plugin for Hex-Rays automatically removes junk

=3 code and variables from Hex-Rays function decompilations
=1

= 2

== * CrowdRE : aims to make it easier for developers to reverse
=1 engineer complex applications by working collaboratively with
=3 other users

—=a °* http://www.crowdstrike.com/community-tools/index.html
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SECURITY BOOTCAMP 2013

Conclusion

« Automated Malware Analysis is good but it can be defeat by new
anti-* techniques => we still need manual analysis for advance
malwares and update back to AMAs
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Thank you !
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